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"Sonme peopl e nmake the m stake ot thinking of containers as a better
and faster way of running virtual nmachines. Froma security point of
view, containers are nuch weaker." - Dan Wal sh, SELi nux architect(?)

"There’'s contentions all over the place that containers are not
actually as secure as hypervisors. This is not really true.
Parall el s and Virtuozo, we’ve been running secure containers for at

| east 10 years." -Janes Bottom ey, Linux Maintainer and Parallels CTO
"Virtual Machi nes m ght be nore secure today, but containers are
definitely catching up." -- Jerone Petazzoni, Senior Software Engi nner
at Docker

"You are absolutely deluded, if not stupid, if you think that a
wor | dwi de col | ection of software engineers who can’'t wite operating
systens or applications wthout security holes, can then turn around
and suddenly wite virtualization |ayers w thout security holes.™

- Theo de Raadt, OpenBSD proj ect | ead
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From http://xkcd. com 1354/ by Randall Munroe
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Zombies only come out at night

Zombies are strong enough to break down a door or
smash through a window, easily

But, zombies are usually too stupid to recognise a door
or a window for what it is.



Some Free Software VM hosting technologies
Vulnerabilities published in 2014

Xen KVM+
PV QEMU
Privilege
escalation 0 35
(guest—to—host)
Denial of
service 3 5=/
(by guest of host)
Information leak 1 0

(from host to guest)

Linux as
general
container

7-9

12



Some Free Software VM hosting technologies

Vulnerabilities published in 2014

Xen
PV
Privilege 0
escalation
(guest—to—host)
Denial of 3
service
(by guest of host)
Information leak 1

(from host to guest)

KVM+
QEMU

3-5

o—7

Linux as
general
container

7-9

12

Linux
app container
(non-root)

4

Hosts only
application,
not guest OS



